Abstract-Cloud storage is a kind of cloud computing services that allows users to store their data in a remote cloud. Because of the loss of data control, data owners will concern that their data will be misused or unauthorized access by other users, in addition, they also worry their data may be lost in the clouds. Therefore, verify the authenticity of the data has become a key issue of data stored on the untrusted server.
INTRODUCTION
Cloud computing [1] , as a popular, emerging computing model currently that allows users to store their data in a remote cloud, so as to enjoy the on-demand services. The cloud is very convenient for users who want to access to data stored in the cloud at anytime, anywhere or using any device, it can be quickly deployed at very high efficiency and minimal administrative overhead.
However, the data stored in the cloud will bring some security risks. For example, data owners worry that their data will be accessed by unauthorized users or their data will be lost by misuse or access in the cloud. Verify the authenticity of data has become a key issue of data stored on the untrusted server. It appears in the peer-to-peer storage systems [2, 3] , Network File System [4, 5] , Longterm archiving [6] , web-service object store [7] , and database systems [8] . This system prevents distortion or modify data storage server checks the authenticity of the access data.
Note that it is not a useful method that just simply download the data as integrity verification because of the costs of input / output and network file transfer file in the network. In addition, it is often not enough to detect data corruption when the verifier access the data, because it may be too late for recover the lost or corrupted data. Taking into account the large size of outsourced data and limited resources of the user's ability, it is difficult and expensive for cloud computing users to audit the accuracy of the data [9] .
There is a common method to check the integrity of the data with checking on retrieval, which means after access their data, data owners will check the integrity of data. [10] However, this will lead to heavy input and output overhead and high communication costs from cloud server due to the data retrieval operation. So it is desirable to own a storage audit services to ensure data owners' data is correctly stored in the cloud. However, data owners are reluctant because of the heavy overhead and cost of such audit services. In fact, this is not fair for either side of the cloud service provider or owner of the auditing data, neither of them can ensure fair and honest audit results [11] . Third-party audit is an inevitable choice for the storage of the audit. Third-party auditors who have the expertise and ability to do a more efficient job, can convince both sides of cloud service providers and data owners.
Therefore, to fully guarantee the security of data in the cloud and save the computing resources of users, it is critical to make cloud data storage capacity of public audit, so that users can turn to third-party auditor (TPA). According to the results of the auditor, the auditing report can be published by TPA, it will not only help users to assess the risks of cloud data they subscribe from the service, but also conducive to cloud service providers to improve their cloud-based service platform [12] . Overall, the public audit risk from this new agreement play an important role in the cloud storage auditing protocols; where the user needs to assess the risks and gains the trust in the Cloud .
Up to now, in order to ensure the integrity of the data stored remotely ,there have been proposed several protocols of public auditing capacity in different systems and security model [13] [14] , [15] . Public auditing allows an external party, in addition to the user to verify the accuracy of stored data remotely. However, most of these programs [13] , [14] , [15] does not support the user's external auditors, namely, data privacy protection, they could potentially reveal the auditor about the users' data information. This serious drawback has greatly affected the security of these protocols in the cloud. From the perspective of the protection of data privacy, users, who owns the data, rely on their data storage security TPA only, and do not want the information from unauthorized 2nd International Conference on Teaching and Computational Science (ICTCS 2014) disclosure of this audit process to introduce new security vulnerabilities in their data [16 ] .
Shacham and Waters [17] give two Data storage audit protocols with full security proofs against arbitrary adversaries in the strongest secure model , but the server needs to give back a linear combination of the blocks that will leak audit data to the auditor. In order to improve the agreement of Shaham and waters, we use a hash function and blind technique to construct a public's privacy audit protocol.
Organization of the paper: In section 2, we give a brief introduction of the concepts of preliminaries and introduce two system models. We introduce Shacham and Waters's protocols in section 3. Then we introduce our improvement in section 4, then give its simple security analysis in section 5. Finally, we conclude our work.
II. PRELIMINARIES
We give a brief introduction of the bilinear pairings and system model that will be used later.
A. Bilinear pairings[18]
Let G 1 and G 2 be cyclic groups of prime order p with the multiplicative group action and g is a generator of G 1 , and e( a, b) .
B. System model
If necessary, refer to [19] for more details about the system model and the threat model. Data Owner Auditing: Check the integrity of their data stored remotely by the data owners . We call this type of auditing protocol as the data owner auditing (shown in Figure 1 ). Data owners auditing system model contains only a remote cloud server and data owners. Third Party Auditing: However, preferably by a third-party auditing services in the cloud computing data storage, rather than the data owners, the system model includes three types of entities: data owner, cloud servers and third-party auditors, shown in Figure 2 and Figure 3 . 
C. Risk Model
Smetimes, the cloud server is dishonest, the auditor can face replace attacks, replay attacks, and forgery attacks.
III. SHACHAM AND WATERS'S SCHEME

A. MAC-based batch verification
Before the initialization of system the data owner first divides the encrypted data into n parts ,where p is a large prime , 
IV. OUR IMPROVEMENT
In Shacham et al's protocols, the cloud server needs to send back to the auditor about all the linear combinations of data parts. According to our analysis , the Auditor is possible to recover the data . To improve their protocols, we use two ways to achieve privacy-preserving public auditing protocols.
We choose MAC-based batch verification as study, the similar analysis to the RSA method.
A. Hash function
Before the initialization of system the data owner first divides the encrypted data into n parts ,where p is a large prime , Second, we consider the protocol with blind technique. The protocol refers to exponential function; discrete logarithm problem is intractable problems. i m is on the part of exponent, so the auditor cannot get any information about i m , otherwise, it could be used to solve the discrete logarithm problem.
VI. CONCLUSION
In this paper, the auditing problems for data storage in cloud computing is studied, and we use hash function and blind technique to construct privacy-preserving public auditing protocols to enhance Shacham and Waters's protocols, which reduce the risk of leaking the data to the Auditor.
